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Packing List

Check if the packing contents match the packing list on receiving the products. The packing
list is as below:

Part Quantity
Doppio mini 1
User Guide 1
Serial Port Cable 1

Power Adapter Cable 1

Contact your local retailer if anything is missing in your package.
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1 Introduction

The Doppio mini receives alarms from IP module through Ethernet and transmits them to the
CMS (Central Monitoring System). The Doppio mini can be connected to the alarm devices
of various models, provide reliable communication based on TCP protocol, send received
alarms to CMS via RS232 serial port cable, and stores alarms in its database. Alarms can be
searched with the keys and display on the front panel. User can also log in to the Doppio
mini System to search, manage and back up the received alarms.

Features:
. Support remote arm and disarm by smart phones.
. Support PSTN and IP alarm.
. Support CID, 4+2 and CFSK format alarm.

. Support all Honeywell network devices and panels (IPM series, MCM series and
COMPACT-4).

. Up to 200 alarm devices can be connected to Doppio mini.

. System configuration, database operations, user management, alarm search, log
search and device management are available through remote login to the Doppio
mini system.

e Display and operating buttons for searching alarms
e LED indicators for system operations
. RS232 serial-port output based on the 685 protocol

e  The panel can be controlled through the internet; remote keyboard control and
program settings are available.

e At 00:00 of the first day of each month, the Doppio mini automatically backs up all
the alarms stored in the database.

The application diagram of Doppio mini is as follows:
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Figure 1-1 Application Diagram

WAN Devices

<

o

Control Control
Panel Panel

LAN Devices

IPM

Control
Panel

CMS

——

Doppio

Mini RS23

7N

?,

Notes:

Specifications:

IP Module; MCM: Mobile Communication Module; CMS: Central Monitoring System

Parameter Value

Power Supply 100-240 VAC

Dimension 166 mm (H) x428 mm (W) x496 mm (D)
Weight 13.5kg

Mounting Rack Mounting

Operating

Temperature 0°C~+50°C
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2 Interfaces and Wiring

Rear Panel
Figure 2-1 Rear Panel
) o
0 oo o) qc=pod=poq = p
S55% 5::: 000000000000000000
TS o °
» ] !%-
[T
00O
000
b dnand 1 ff 1 6 0
[e]
< =S floflofolllolfolliolfio
——=A=e=/0 (0fflofffoffloff o]l ofl0
) — - ]
1 2 3 4 5
No. Name No. Name
Left: Ethernet Port 2
1 Power Supply (220 VAC) 4
Right: Ethernet Port 1
2 Power Switch 5 USB

Up: COM1 Serial Port

Down: COM4 Serial Port

Before connecting the Doppio mini and CMS, Doppio mini customized CID (be reported with

the Device No.FFFE) should be added in the CMS software. Refer to the following table for
the CID to be added.

CID Description
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E001 Frequent connection

R0O01 Frequent connection recovery

E002 Port scan

R002 Port scan recovery

E901 Communication error of the front panel

Communication recovery of the front

R901
panel
E903 Network port disconnection
R903 Network port disconnection recovery

CMS can be connected to Doppio mini via COM2 port. Refer to the following illustration for
making the 9-pin female to female serial cable:

Figure 2-2 9-pin serial cable

IP Receiver PC

3 TXD TXD 3
2 RXD RXD 2
5 GND | | GND 5

Instructions on how to use the serial cable:

e The standard serial cable come with the Doppio mini is
recommended.

e On condition that other serial cable should be used to connect
Note devices, the cable should be shorter than 3m.

e Serial port isolators should be installed if serial cable of longer
than 3m is used.

e To enable the serial port hardware flow control function, refer to
the following illustration for connecting the 9-pin serial cable:

72



Honeywell

IP Receiver PC
7 RTS RTS 7
8 CTS CTS 8

CMS software is based on the Bell103 protocol to perform the reverse control (operation
steps differ according to different CMS software provided by the third party).
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3 System Configuration

Doppio mini was assigned the factory default IP addresses 192.168.0.2, for the gigabit
Ethernet port shown in Figure 2-1 on page 77. You can assign the IP addresses for the port.

Follow these steps to assign the address:

Modify the “Internet Protocol (TCP/IP)” properties of computer that would be
connected to the Doppio mini (see the following figure).

Figure 3-1 Internet Protocol (TCP/IP) Properties

Internet Protocol (TCP/IP) Properties @g|

General

You can get IP settings assigned automatically if wour network, supports
this capability. Otherwise, you need to ask your network administrator for
the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

1P address:
Subnet mask:

Default gateway:

Preferred DNS server.

Alternate DMS server:

192 166, 0 . F
266 2GR 266 0

(@) Use the following DNS server addresses

Select “Use the following IP address” and specify an IP address in the same
subnet as the factory default IP address (for example, 192.168.0.3). Click OK to

save the application.

2. Connect the computer with the Doppio mini via the gigabit Ethernet port.

3. Log in to “Doppio mini System” to change the network configuration. For detailed
steps, see Network on page 77.
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4 Network Operations

Login

When the computer and the Doppio mini are on the same subnet, input the IP address of the
Doppio mini in the address bar of the browser to log in to the Doppio mini system.

e If the computer is connected to the internet and the Doppio mini is
connected to the intranet, you must configure the router first
according to the chapter “Network Structure and Configuration on

Note Router” on page 125, and then input the IP address of the router’s
WAN port in the browser to log in to the Doppio mini System
(support Internet Explorer 6.0 and Internet Explorer 8.0).

o If display glitch appears, check the video card.

Figure 4-1 Login

hr | English

Honeywell

Usemarne:

Password:

Fuone] o]

To enter the English interface, click “English” on the upper right corner. To enter the Chinese
interface, click “/f 3.

Input “Username” and “Password” (default username: admin, default password: admin).
Then click Login to enter the Doppio mini system (see Figure 4-3 on page 77) or click Reset
to input again.
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If the username or password is incorrect, the following window is displayed.

Figure 4-2 Username or Password Error

Username or password error
Login again

Click “Login again” to return to the login window (see Figure 4-1 on page 75).

Configuration

The following window will be displayed after successful login.

There are seven tabs: Report, Search, Control, Configuration, User, Log and Offline
Device. User type (super administrator, administrator, operator or visitor) and device status

(Online or Offline) are shown on the upper right corner. Click E to exit the system and
return to the Login window (see Figure 4-1on page 75).
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Figure 4-3 Configuration

Welcome admin, User Type: Super Administrator & All Devices Online E

Q| o | Q oo

[ IP Address 92 168

Select the port to enable the
buzzer when the network port is

Subnet Mask 255 255 255 disconnected.

>3 Time

_.
o
o ]

[> CID Description
[» 4+2 Description Port
Gateway 192 168 0 1
=
P  Template

[> PSTNCARD

> Other

Network

On the Configuration tab, click “Network” to configure network (see Figure 4-3 on page 77).
The Doppio mini must be assigned a unique IP address which hasn’t been used by other
devices after system configuration (see System Configuration on page 74). One Doppio mini
can be assigned one IP addresses. Please refer to the following paragraph for network
configuration and buzzer setting:

e  Assign a unique IP address for Gigabit Ethernet port.

e  Select the port to enable the buzzer (if the port is selected, the buzzer will beep
when the corresponding port is disconnected.).

Click OK and the following window is displayed.
Figure 4-4 Network Configuration Succeeded

@ Network configuration succeeded.

[-Retum
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Time

On the Configuration tab (see Figure 4-3 on page 77), click “Time” to set the date and time
for the Doppio mini system (see the following figure).

Figure 4-5 Time Setting

BT

3 Network
Date and Time |

[» CID Description

IP Receiver Time:  2013-10-09 14:48:06
[» 4+2 Description E

> Template

[» PSTNCARD

Date and Time: Select the date and time by clicking the input box.

Click OK to confirm.

It is recommended that the Date and time is modified for the first

Note login. Data of the system will be affected if time is modified later.

CID Description

On the Configuration tab (see Figure 4-3 on page 77), click “CID Description” to add CID,
delete CID, check CID information and modify CID description (see the following figure).
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Figure 4-6 CID Description
B | Q sewer 0] ot S| s Qomneones |

D Network
D Time

I I

D 4+2 Description
D PSTNCARD
> Other

Add CID

On the Configuration tab (see Figure 4-3 on page 77), select CID Description>Add CID
and Figure 4-6 is displayed.

Input “CID” and “Description”, and then click Add to add a new CID.

In the Chinese interface, the “Description” of the newly added CID is empty. Enter the
Chinese interface and then add the description of the CID in the Chinese interface by
selecting CID Description—> All CID->Details (see Figure 4-9).

e  “Description” content can’t exceed 40 characters.
Note
. One word can'’t exceed 18 characters.

Delete CID

On the Configuration tab (see Figure 4-3 on page 77), select CID Description>Delete
CID and the following window is displayed.

79



Network Operations

Figure 4-7 Delete CID

t? Control {:c:)}conﬁgunﬁon

D Template

[> PSTNCARD

> Other

i R Y

E001
ED02
E100
E101
E110
E111
E112
E113
E114
E120
E121
E122
E123
E124
E125

[

133 Records Page1/9 1 2 3 4 Nextlast

osiste | selecta | | selectiione |

Select the CID to be deleted and click Delete.

All CID

On the Configuration tab (see Figure 4-3 on page 77), select CID Description=>All CID

and the following window is displayed.
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Figure 4-8 All CID

P metwork

Device

Template

Other

t’? Control @conﬂguration

E001
E002
E100
E101
E110
E111
E112
E113
E114
E120
E121
E122
E123
El124
E125

Detail
Detail
Detail
Detail
Detail
Detail
Detail
Detail
Detail
Detail
Detail
Detail
Detail
Detail
Detail

E 133 Records Page1/9 12 3 4 Next Last

Click Export to export all the CID information to Excel file.

Click “Details” to view or modify the CID description (see the following figure).

Figure 4-9 CID Details

I? Report Q, Search

P Time

SRS
>

Template

Detail
Detail

Detail
Detail

Detail

Description Frequent connection

i e

E 129 Records Page1/ 12 3 4 Next Last

To modify the CID description, enter a description and click Save.
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4+2 Description

On the Configuration tab (see Figure 4-3 on page 77), click “4+2 Description” to add 4+2,
delete 4+2, check 4+2 information and modify 4+2 description (see the following figure).

Add 4+2

On the Configuration tab (see Figure 4-3on page 77), select 4+2 Description>Add 4+2
and the following figure is displayed.

Figure 4-10 Add 4+2

Bt | Q| e

Network
Description | | E

[ PsTncARD

Input “4+2” and “Description”, and then click Add to add a new 4+2.

In the Chinese interface, the “Description” of the newly added 4+2 is empty. Enter the
Chinese interface and then add the description of the CID in the Chinese interface by
selecting 4+2 Description> All 4+2-> Details (see Figure 4-13 4+2 Details).

e  “Description” content can’t exceed 40 characters.
& e  One word can't exceed 18 characters.

Delete 4+2

On the Configuration tab (see Figure 4-3 on page 77), select 4+2 Description->Delete 4+2
and the following window is displayed.
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Figure 4-11 Delete 4+2

Qv ) v [t Q e e

T A EE——

00
01
02
03
04
05

[> CID Description

06
Delete 4+2
7
o8
09
0A
B
oc
Other oo
0E

i i i i

256 Records Page1/18 1 2 3 4 NextLast

| oeiee | seecan | |-setecinone |

Select the 4+2 to be deleted and click Delete.

All 4+2

On the Configuration tab (see Figure 4-3 on page 77), select 4+2 Description>All 4+2
and the following window is displayed.
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Figure 4-12 All 4+2

Qe ) o [ Gt

I T I
D tetwork 00 Detail
01 Detail
D CID Description L2 Bk
03 Detail
eSO 04 Detail
05 Detail
06 Detail
o7 Detail
08 Detail
09 Detail
0A Detail
s Detail
oc Detail
Other oD Detail
0E Detail
E 256 Records Page1/18 1 23 4 Next Last

Click Export to export all the CID information to Excel file.
Click “Details” to view or modify the 4+2 description (see the following figure).

Figure 4-13 4+2 Details

Detstcamormation

4+32 ]

Description  system trouble

SAVE Cancel

To modify the 4+2 description, enter a description and click Save.

Device

On the Configuration tab (see Figure 4-3 on page 77), click “Device” to add, delete, search
and view devices (see Figure 4-10 on page 85).

84



Honeywell

Add Device

On the Configuration tab (see Figure 4-3 on page 77), select Device>Add Device and the
following window is displayed.

Figure 4-14 Add Device

5 | Q i | 9 oot

D C ORI Installation Address l:|

D 4+2 Description Panel Type 236TL m

v Installer Code |:|
oo || (sl

D Template

|> PSTNCARD

Enter “Device No.” (device no. can only contain 4 or 6 characters including number 0 to 9
or/and letter A to F), “MAC”, “Installation Address”, “Panel Type” (select from the drop-down
list), “Installer Code”, and “Operator Code”. Then click Add to add a device.

e For MCM module, the “Device No.” and “MAC” entered must be
the same as the actual device number and MAC of the module.

e For IPM-23 Super series module, the “Device No.” and “MAC”
entered must be the same as the actual device number and MAC

Note of the module.

e For IPM-23 and IPM-Vista module, the “MAC” entered must be
the same as the actual MAC of the module. The “Device No.” can
be user-defined.

Delete Device

On the Configuration tab (see Figure 4-3 on page 77), select Device>Delete Device and
the following window is displayed.

85



Network Operations

Figure 4-15 Delete Device

QT cors N

[  Metwork -_
1000
D CID Description
FAAEEREREET
D Template
[» PSTNCARD
D Other 1 Records Page1/1 1

Select the device to be deleted and click Delete.

It is recommended to delete the device that hasn’t been used for a

Note ;
long time.

Search Device

On the Configuration tab (see Figure 4-3 on page 77), select Device>Search Device and
the following window is displayed.
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Figure 4-16 Search Device

P metwork

D CID Description

D 4+2 Description

Template

D PSTNCARD

D Other

Qe o)

B i | | Qoo

Device No. ‘ H

Input “Device No.” and click Search. The device will be shown on the page.

All Device

On the Configuration tab (see Figure 4-3 on page 77), select Device>All Device and the

following window is displayed.
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Figure 4-17 All Device

Qe | cows)

1004 COMPACT-4 013402178789 Detail

1008 238SUPER 015821744426 Detail

1907 238CPLUSII 015821744437 Detail

2907 238CPLUSI 013671844873 Detail

3316 2316SUPER 015821744436 Detail

. 1 3326 2316SUPER 000B3C5B4B09 Detail
3907 238CPLUSI 013788996309 Detail

888880 COMPACT-4 013015385355 Detail

D Template

D PSTNCARD

D Other E 1 Records Page1/1 1

Click Export to export all the device information to Excel file. The exported file is for backup
only. Do not modify the file.

Only “Super Administrator” can export the device information. Other
Note users can not view the Export button and cannot export device
information.

Click “Detail” to show detailed information of the corresponding device (see the following
figure).
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Figure 4-18 Device Detail

Device Mo, | 0000 Panel Type  238CPLUSI -

Installer Code 012345 Operator gy
Code
MAC 000B3C219E98 Relate User -
Installation
Address 123

SAVE Cancel

Input “Panel Type”, “Installer Code”, “Operator Code”, “Installation Address” and click Save.
“Device No.”, “MAC” and “Relate User”(view all the related users from the drop-down list)
can’t be modified.

Import Device

On the Configuration tab (see Figure 4-3 on page 77), select Device>Import Device and
the following window is displayed.

Figure 4-19 Import Device

Q[ ot | Gt

File to import _—

[> ciD Description E

P wetwork

[> 4+2Description

b Template

D PSTNCARD

[ Other
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Perform the following steps to import device:

1. Export all the device information (see Figure 4-3 on page 87) and save the file
(skip this step if the device information has been exported). Do not modify the
exported file. Otherwise, it cannot be imported.

2. Click Browse to locate the file saved in step 1 and click Import.

Restart the Doppio mini after successfully importing the device.

Only “Super Administrator” can import device. Other users have no

Note access to this page and can not import device.

Template

On the Configuration tab (see Figure 4-3 on page 77), click “Template” to add template,
delete template, view template information and modify template.

Add Template

On the Configuration tab (see Figure 4-3 on page 77), select Template=> Add Template
and the following window is displayed.

Figure 4-20 Add Template

Qe o)

Template Type Select ml

D Network

D CID Description

[> 4+2Description

P PsTNcarRD

Template Type: Select the template type of a certain panel from the drop-down list.

The detailed information of the corresponding template is displayed (see the following figure).
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Figure 4-21 Template Type

Q, search @ Control @Cﬂnﬁgumﬁnn

Template Type m

L e e e
Installer Code 00 012345

v, User #1 Code and Arming Type ot 1234 |
| AcaTemplate | User #2 Code and Arming Type ‘02 H1234 ‘
| Delete Template | User#3 Code and Arming Type ‘03 H1234 ‘

User #4 Code and Arming Type 04 1234
D PSTNCARD User#5 Code and Arming Type 05 1234
D Other User #6 Code and Arming Type ‘UB H1234 ‘
Profile of User #1~#6 07 000000
Control Panel Setfing 08 001001
Communications Control ‘UB H111TU1 ‘
Communication Formats #1~#2 0A 1111
Account#1 0B 000000

Receiver #1 Phone Number (Digits 1 to 6) [c | 00000

In “Content” column, modify the content and click Add to add a new template (see the
following figure).

Figure 4-22 Template Name

SAVE TEMPLATE X

SAVE Cancel

Input the template name and click Save. The new template will show in All Template.

e Template is not available for Vista series control panels.

Note e The template name contains alphabetical characters and

numbers. No space is allowed.
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Delete Template

On the Configuration tab (see Figure 4-3 on page 77), select Template-> Delete Template
and the following window is displayed.

Figure 4-23 Delete Template

T S TomplaName  TemplaTwe
r 2316PLUSITE 2316PLUSII
r 2316PLUSITEST 2316PLUSII
S r 236PLUSTEST 236PLUS
D CID Description
r 236TLTE 236TL
| T r 238CTES 238C

I

I

D. PSTHMCARD

5 Records Page1/1 1

Fosisio—f-seeani] - [-seioctiione]

Select the template to be deleted and click Delete.

All Template

On the Configuration tab (see Figure 4-3 on page 77), select Template-> All Template and
the following window is displayed.
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Figure 4-24 All Template

2316PLUS
2316PLUSH
2316SUPER
2316TL
236PLUS
236PLUSII
236TL
238C
238CPLUS
238CPLUSIH
238SUPER
COMPACT4

> Other

2316PLUS
ZHEPLUSH
2316SUPER
2316TL
236PLUS
236PLUSI
236TL
238C
238CPLUS
238CPLUSIH
2385UPER
COMPACT-4

Records Page1/1 1

Detail
Detail
Detail
Detail
Detail
Detail
Detail
Detail
Detail
Detail
Detail
Detail

Click “Detail” to show detailed information of the corresponding template (see the following

figure).
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In “Program Content” column, modify the content and click Save.

Figure 4-25 Template Details

Installer Code

User#1 Code and Arming Type
User # Code and Arming Type
User #3 Code and Arming Type
User#4 Code and Arming Type
User # Code and Arming Type
User # Code and Arming Type
User# Code and Arming Type
User#5 Code and Arming Type

Arming/Code Options
Cormrmunication Format (#1~#2)

Communication Control

Account 1

o0 ||012345
(o1 ([9122aE
|02 ||91234€
[oa ([9122aE
|04 ||912348
[0 ([9122aE
| e || 912326
o7 ([9123aE
= [[9123a€
[oe [[o0110

[0 [[1212

0B 011108
[ [[ounooo

b

y
i

PSTN CARD

Contact your vender or local technical support to install the PSTN CARD. For instructions if

PSTN CARD installation, refer to “PSTN CARD Installation Guide”.

The Doppio mini supports up to 2 PSTN CARDs.

On the Configuration tab (see Figure 4-3 on page 77), click “PSTN CARD” and the
following figure is displayed:
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Figure 4-26 PSTN CARD

Honeywell

Honeywell Bak  Logout
Card, No_Card No_Card No_Card No_Card Mo _Card Mo _Card
ne_ Handshake_Seq_Num_1 FSK - Warning: Plesse be cautious fo modify the
following parameters!

Line 2 Handshake_Dur_Time_1{ms} Reg_FSKE_GAIN: {Default: 43}
Handshake_Wait_Time_1 Reg_DTMF_PDT(ms) { Default 20}

et {8 lishae_Acmaw_Tm_1 Reg_DTMF_ADT(ms}. JrEErE s
[sshaie_seq_tum 2z FSK - Reg_DTMF_THRES_MSB: {Default 1)
Handshake_Dur_Time_2{ms) Reg_DTMF_THRES_LSE: { Default 0)
Handshake_Wsit_Time_2 Reg FSKD_ THRES_MSE: { Default; 3)
[TBlishase_sgimow_Tm_2 Reg_FSKD_ THRES_LSB {Default 0)
(ms)
Ring_Num:
Gallerld_Support No support -
Callerld_Wait_Time(ms)
Callerld_Gsin_Stage_One 0db ~
Callerld_Gsin_Stage_Two: 0 v
Reveive_Gain_Stage_One: 0db  *
Reveive_Gsin_Stage_Two: 0db v
Send_Gain_Stage_One: 0.0db - Card_1=00{ver:0.0.3};Card_2=DE{ver:0.0.3};
Send_Gain_Stage_Two: 0.0db -

Semple_Time:
Mex_Ring_Gircle(ms).
Min_Ring_Circle{ms}.
Ring_Fraquency{Hz):
GFSK_Timeout_Timelms):

Tamnlate1

There are 8 card tabs on the top of the interface; 3 line tabs on the left side of the interface.
Each IP alarm receiver supports up to 2 PSTN cards, and each PSTN CARD supports up to
3 telephone lines. Configure the parameter values of each line.

To exit and return to the configuration page, click “Back” on the upper right corner (see

Figure 4-3 on page 77).

Line Parameter Configuration

Take “Card_1, Line_1" as an example:
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Figure 4-27 Card_1 Line_1 Configurations

Honeywel Back Logout
O . T 0 T
Une_1 Handshake_Seq_Num_1 FSK hd Warning: Please be cautious to modify the
. Handshake_Dur_Time_1 108 E!;_F‘EQKE:;TN““ 43 ( Defaul: 43)

- (= Yicnake_wait_Time_1 108 Reg_DTHF_FDT(ms) 20 ( Default 20)
Line_3 [3bshake_Acknow_Tm_1 108 Reg_DTMF_ADT(ms) 20 ( Defaul: 20
faRbsnate_seq_tum_2 FSK - Reg_DTWF_THRES_MSE 1 ( Defaul: 1)
Handshake_Dur_Time_2 108 Reg_DTWF_THRES_LSB 0 ( Defautt: 0)
HBRkishake_wait_Time_2 108 Reg_FSKD_ THRES_MSE 3 ( Defaut 3)
{BRkshake_acknow_Tm_ 2 108 Reg_FSKD_ THRES_LSB 0 ( Defautt: 0)
(ms):
Ring_Num 10
Callerld_Support No support -
Callerld_Wait_Time(ms): 108
Callerid_Gain_Stage_One: 0db  ~
Callerld_Gain_Stage_Two: 0db ~
Reveive_Gain_Stage_One: 0db  ~
Reveive_Gain_Stage_Two 0db  ~
Send_Gan_Stage_One. 00d6 - Card_1=0E(ver0.0.3)Card_2=0F{ver0.0.3);
Send_Gain_Stage_Two: 0.0db -
Sample_Time: 108
Max_Ring_Circle(ms): 10 E E E
Win_Ring_Circle{ms) 10
Ring_Frequency(Hz): 108 Temolate A E E
CFSK_Timeout_Time(ms): 108

Click “Card_1"and the label of “card_1" turns orange, which indicates that card 1 is being
checked or edited; click “Line_1" and the label of “Line_1" turns orange, which indicates that
Line_1 is being checked or edited.

. Configure the following parameters:

Table 4-1 Parameter Description and Range of value

Handshake_Seq_ The first and second Handshake DTMF/FSK
Num_1/2 format. (DTMF for receiving
DTMF format data; FSK for
receiving FKS format data.)
Handshake_Dur_ Used as a reserved parameter. N/A
Time_1/2(ms)
Handshake_Wait_ The interval between the 1400 and | 0~255ms
Time _1/2(ms) 2300 handshake signals. Only
valid for DTMF format.
Handshake_Ackonw_ | The duration time of sending the 0~65536ms
Time _1/2(ms) handshake, valid for FSK/DTMF
handshake formats.
Ring_Num Times of ring, configuring how 0~255
many rings PSTN CARD receives
before off-hooking.
Callerld _Support Select the callerld display format. FSK format/DTMF

( “FSK format” receives the caller
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Id with the FSK format; “DTMF
format” receives the caller Id with
the DTMF format; “no support”
doesn’t support the caller Id
display. )

format/NO support

Callerld_Wait_Time
(ms)

The wait time of waiting for DTMF
format data after receiving the first
ring. It is valid only when the
CallerID_Support is configured as
the DTMF format.

0~255(unit: 100ms)

Callerld _Gain_Stage_
One/ Two

Receive the Callerld _Gain_Stage
of Callerld display.

0db/6db/12db/18db/24db

Receive_Gain_Stage_
One/ Two

The Receive_Gain_Stage of
receiving alarm data after off-
hooking.

0db/6db/12db/18db/24db

Send_Gain_Stage_
One/ Two

The Send_Gain_Stage of sending
handshake.

-31.5db~24db

Sample_Time

Interval time of detecting whether
the port is connected to a
telephone line.

0~255(unit. 100ms)

Max_Ring_Circle (ms)

Reserved.

N/A

Min_Ring_Circle (ms)

Only when the duration of a single
ring exceeds this value can the
PSTN card detect this ring, which
mainly aims at adjusting the valid
width detectable by the PSTN
card.

0~255ms

Ring_Frequency(Hz)

Only when the interruption times
triggered by single rings are
shorter than this time can the
PSTN card detect this time, which
mainly aims at adjusting the ring
frequency supported by the PSTN
card.

0~255

CFSK_Timeout
_Time(ms)

Reserved.

N/A

Reg_FSKE_GAIN:

Configure the Reg_FSKE_GAIN
Calculation rule: db = (FSK
restore- 63) /2

0~255

Reg_DTMF_PDT(ms):

Detection time. Only when the
DTMF exceeds this time can the
DTMF be regarded as valid.

0~255

Each unit is 0.5ms , the
max value is 255*0.5 =
127.5ms

Reg_DTMF_ADT(ms):

Detection time. Only when the
constant stop time of DTMF
signals exceeds or equals to this

0~255
Each unit is 0.5ms, the
max value is 255*0.5 =

time can the DTMF be regarded 127.5ms.
as over.
Reg_DTMF_THRES_ Thresholds valve of DTMF signals. | 0~255 .

MSB:
Reg_DTMF_THRES_
LSB:

Only when the DTMF signals
exceeds this value can it be
regarded as valid.

The corresponding
thresholds valve range:
-12db t ~ -66db
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Reg_FSKD_THRES_
MSB:
Reg_FSKD_THRES_
LSB:

Thresholds valve of FSK signals.
Only when the FSK signals
exceed this value can PSTN cards
detect the FSK signals.

0~255.

The default value is
recommended and do not
modify it.

. Upload: To obtain the configurations on the PSTN card to this interface, click Upload;

. Download: Click Download and the following pop-up window is displayed. To
synchronize the current configurations to the PSTN card, click OK;

Figure 4-28 Download

A Areyou sure Download 7

OK

Cancel

. Default: Click Default and the following window is displayed. To initialize the

configurations of the

PSTN card, click OK.

Figure 4-29 Default

A Are you sure set defadlt 7

0K Cancel

. Save: Select a template from the template drop-down list after configurations and
click OK to save the configurations as a template. The system provides three

templates.
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Figure 4-30 Save

A Are you sure Save T

0K Cancel

. Load: It only applies to the template. Select the target template and click Load to
load the configurations of the template to the current interface.

Make sure all parameters fields are configured before clicking
Save, or the error message is displayed.

Line Parameter Modifications

. To modify the configurations of a line of a PSTN CARD, log in the PSTN CARD
configuration interface (Figure 4-27) and select the target card and line. Enter the new
parameter values. Click Upload after the modifications.

. To modify the configurations of a certain template, log in the PSTN CARD
configuration interface (Figure 4-27) and select the target template from the drop-
down list. Click Load to load the configurations of the template to the current interface.
Enter the new parameter values to cover the old parameter value. Click Save after the
modifications and the following window is displayed. Click OK to save the new
parameter values to the current template.
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Figure 4-31 Save

@ Operating Success

oK
Other
On the Configuration tab (see Figure 4-3 on page 77), click “Other” and the following figure
is displayed.

Figure 4-32 Other

B Qv | o]

p Network

Report page refresh enabled

b Time
Refresh interval (seconds) 10

CID Descripti
> — COM heartbeat enabled

[» 4+2Description COM hw flow cir enabled [
p Device ClDreportlineNO L 0 R 0 =
» Template COM baud rate setting 1200 e E

[» PsmcARD

Report page refresh enabled: Select the checkbox and the “Report” page will refresh
automatically.

Refresh internal (seconds): Input the refresh internal of the “Report” page. The number
input should be integer from 1 to 20.

COM heartbeat enabled: Select the checkbox to enable the heartbeat between PSTN
Alarm Receiver and the Central Monitoring System (CMS). It is enabled by default. Do not
modify this item unless in special cases (If this item is modified, restart the PSTN Alarm
Receiver to apply the new settings).

COM hw flow ctr enabled: Select the checkbox to enable the COM hardware flow control,
unchecked by default.

CID report line NO: Set the CID heartbeat report line NO(Different line NO indicates
different heartbeat report, 00 by default, from 00~88).
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COM baud rate setting: Set the baud rate between the Doppio mini and the computer, 1200
by default.

Click OK to save the settings.

Report

Click the Report tab and the following window is displayed.
Figure 4-33 Report

PN PM23 18016862170  000BICO1AGTD 1111 E401  Disarmed by user

2013-10-09

A IPM23 18016862170 O000B3COTAET 0 1111 Ra01 Armed by user 0 U ool
2013-10-09

altY COMPACT4 117138125 0168217443 0 6789 E401  Disarmed by user 0 U ool
2013-10-09

A IPM23 18016862170 O000B3COTAG7O 0 1111 E401  Disarmed by user 0 U ool
2013-10-09

DA00 COMPACT4 1171368126 015621744435 0 6789 R4O1 Armed by user o U oo
2013-10-09

A%t COMPACTA 1171358125 016821744435 0 6789 F401  Disarmed by user 0 U oo
2013-10-09

i IPM23 18016862170 O000B3COTAET 0 1111 Ra01 Armed by user 0 U ool
2013-10-09

ot IPM-23 18016862170 O000B3COTA670 0 1111 E401  Disarmed by user 0 U ool
2013-10-09

P IPM23 18016862170 O000B3COTAET 0 1111 Ra01 Armed by user 0 U ool
ANz 12168092 00IFGS140384 0 1234 E401  Disarmed by user o U oo
AP Pm2z 12168092 001FSS140384 0 1234 Rad Armed by user 0 U 001

E 16063 Records Page1/1461 1 2 3 4 Next Last

Click Export to export all the reports to Excel file. Refer to Export on page 104 for details.

Search

Click the Search tab and the following window is displayed.
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Figure 4-34 Current Search

[0 e G oo

_ByDeicste._|

i Qoo

Device No.(e.g. 1234) ‘ M

[» History Search

There are two searching methods: “Current Search” and “History Search”. Current alarm
reports can be searched by “Current Search”. Alarm reports that have been backed up can
be searched by “History Search”.

e By default, the results searched by “Current Search” are alarm
reports of the current month.

Note e “History Search” aims to search the backed up data (the system

will automatically back up all the alarm reports at 00:00 of the first
day of each month).

There are six searching criteria for current search and history search respectively:
e By Device No.
e ByTime
. By IP Address
e ByCID
e  Combination Search
e  Advanced Search

“Advanced Search” supports the SQL query sentences, while “Combination Search” can
integrate all the search combinations and display the search results on the results page.

Current Search

To search the current reports, click “Current Search”, select one searching criteria, input the
value and click Search. The searching result is displayed as in Figure 4-37 on page 104.

History Search

102



Honeywell

To search the backed up reports, click “History Search” and the following window is
displayed.

Figure 4-35 History Search

@ Offline Device

[> Curent Search

v
L

Input query time

H

W4 gun 2012 P W
Quick Selection
201202
201208
201204
2012-05
201206
Clear 0K

Select the month, click OK and the following window is displayed.

Figure 4-36 History Search

m @} Configuration

)

Device No (e.g. 1234) ‘ H

Select one searching criteria, input the value and click Search. The searching result is
displayed as in Figure 4-37 on page 104. Meanwhile, on the Report tab, it displays the

reports of the specified month (see page 707 about Report for details). To display the current
reports, click “Current Search” on the left side of the page.
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Figure 4-37 Search Report

rt
22134;“339 IPM23  180.168.62.170  D00B3CO1AGTO 1111 E401  Disarmed by user
WD w23 1B0968.62170  O0DBICOIAGTO O 1111 Ret Armed by user o U oot
201310-09
V131005 COMPACT4 1171368125 01562174443 0 G783 E401  Disarmed by user 0 U oo
W00 P23 1016862170 ODOBBCOAGTO O 1111 E401  Disamed by user 0 U oot
2013-10-09
09 COMPACT4 1171368125 015821744435 0 6789 RdOt Armed by user 0 U oo
20134009 i
VISIN09 COMPACT4 1171368125 015621744435 0 G780 E401  Disarmed by user 0 U oo
M09 PMZ3 1B0968.62170  O0DBICOTIAGTO O 1111 Ret Armed by user o U oot
2008 w23 18016862170 ODOBSCOAGTO O 1111 E401  Disarmed by user o U oo
A0S PM23 1016862170 OODBICDIAGTO D 1111 ReD1 Armed by user W U oo
231_31';95"5’9 IPM-23 192168092 00155140384 0 1234 E401  Disarmed by user W U oo
22131;“529 PM23 192168092  O001F55140384 0 1234 RA4O1 =ity 0 U oo
E 13931 Records Page1/1267 1 2 3 4 Next Last

Click Export to export the reports to Excel file.

Export

Click Export (see Figure 4-37 on page 104) to export the latest 5000 reports to Excel file. If
the number of reports is less than 5000, all the reports will be exported. It may take up to 10
seconds.

Control

Click the Control tab and the following window is displayed.

104



Honeywell

Figure 4-38 Control

ETIE

A R

Input Device No. and click OK to enter the control interface.
e  Vista Series Panel: refer to Figure 4-39 on page 105
e 23XX Super Control Panel: refer to Figure 4-40 on 106

e 23 Series Panel: refer to Figure 4-41 on page 109

Note Ensure that the device has been added (see page 85 for Add Device).

Control (Vista Series Panel)

Vista Series Panel can be controlled through the keypad (see the following figure).

Figure 4-39 Keypad Control (Vista Series Panel)

Bv Devica Mo MAC 01:35:85:64:3063 Panel Type Vista-120
Keypad control Sk AT SARMED % % &

Keypad display: Shows the information of the keypad.
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Input the commands by clicking the keys on the keypad (the input content will be displayed
in the column below the keypad) and click Send. To clear the content in the column below

the keypad, click - Please refer to the user manual of the panel for reference.

To trigger the soft zone, click the soft zone button, and then click “#” to

Note )
confirm.

Control (23XX Super Control Panel)

Quick Settings (23XX Super Control Panel)

After entering the Device No. of 23XX super control panel on the control page, the “Quick
Settings” page is displayed:

Figure 4-40 Quick Settings (23XX Super Control Panel)

Program Setting

Operating Area

Zone Status

1 2

W (B PanetDisarmed | {1, Normatag | (o8 BefFuse Normat Panel Status

A
itProgramming | (ifP BateryTestend | (X walkTestEng

Operating Area: Click the keys to control the panel. The function of each key is
illustrated as below:

Button Function
Arm Arm the system.
Disarm Disarm the system.
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Select the zones to be bypassed in the prompted

Bypass “Bypass” field, and then click OK to confirm.
Deselect the zones to be unbypassed in the
prompted “Bypass” field, and then click OK to

Unbypass confirm.

Enter Program

Enter “Program Settings” page. See Program
Settings on page 110

Clear Alarm

Memory Clear the alarm memory of all the zones.
Chime On Enable the chime.

Chime Off Disable the chime.

Group Bypass &
Arm

Arm the system. The zones for which “group
bypass” is enabled will be bypassed.

Group BP & Inst.
Arm

Arm the system. The zones for which “group
bypass” is enabled will be bypassed. “Delay
zone” becomes “instant zone”.

Arm the system. “Delay zone” becomes “instant

Instant Arm zone”.
Reset AUX
Power Reset the auxiliary power supply.
Reset Panel Reset the panel.
Test battery.
“Panel status” column will display “Battery test
ongoing”. When the test finishes, it displays
“Battery test end”.
The test result displays as “Normal battery” or
Test Battery “Low battery”.
Test Bell Test the bell output.
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Test Central Trigger the panel to send a test report to the
Station assigned central station.

User Cancel Confirm the alarm status.

Kill Panel Turn off the panel.

Revive Panel Turn on the panel.

Panic Alarm Activate the panic alarm.

Zone Status: It shows the status of zone. The indicator is highlighted (P 1) if the zone is in
alarmed, bypassed, fault or trouble status.

Panel Status: It shows the status of panel.

Note If the version is updated, please refresh the page.

Control COMPACT-4 Series Panel

The operation is similar to which of 23XX Super Control Panel. See “Control (23XX Super
Control Panel)” on page 106 for details.

Control (23 Series Panel)

Keyboard Control

On the “Control (23 Series Panel)” page (see Figure 4-41 on page
Note 109), if no mouse clicking or keyboard operation within 5 minutes, it
will return to the Control tab (see Figure 4-38 on page 105).

Click “Keypad Control” and the following window is displayed.
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Figure 4-41 Keypad Control (23 Series Panel)

oo oo

Qe  00°0B:3C:03:18:8B

Operating Area

Zone Status

Panel Status

Operating Area: Input command by clicking the keys on the keypad (Please refer to the
user manual of the panel for reference). For example, to bypass zone 9, click , “9” and
.

“Keypad Display” will show the information entered through the keypad. To clear the content

in the “Keypad display” column, click - “23 Panel Program Settings” window (see Figure
4-43 on page 1117) can be entered by inputting the right command.

To trigger the soft zone, click the soft zone button, and then click “#” to

Note )
confirm.

Zone Status: It shows the status of zone. The indicator is highlighted (E) if the zone is in
alarmed, bypassed, fault or trouble status.

Panel Status: It shows the status of panel.

Quick Settings for 23 Series Panel

Note Vista Series Panel doesn’t support quick settings.

On the Control tab (see Figure 4-41 on page 109), click “Quick Settings” and the following
window is displayed.
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Figure 4-42 Quick Settings

2316 PLUS I

Operating A
perating Area

Zone Status

wm e £ sennsenoma

Q; Tetephone normat | (G| Extprogramming | 1 ory testfinis Ss Exitwalk test

Panel Status

Operating Area: Click the zone number to bypass the zone (wait until the selected zone
entered bypassed status before selecting the next zone). Click Arm or disarm to arm or
disarm the panel. Click Program Settings to enter the Program Settings window (see Figure
4-43 on page 111).

Zone Status: It shows the status of zone. The indicator is highlighted (E) if the zone is in
alarmed, bypassed, fault or trouble status.

Panel Status: It shows the status of panel.

On “Quick Setting” page, if there is no mouse clicking or keyboard
Note operation within 5 minutes, it will return to “Keypad Control” page
automatically (see Figure 4-41 on page 109).

Program Settings

Click “Program Settings” and the following figure is displayed.

On “Program Settings” page (see the following figure), if there is no
Note mouse clicking or keyboard operation within 5 minutes, it will return to
“Keypad Control” page automatically (see Figure 4-41 on page 109).
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Figure 4-43 Program Settings

Q Search
e _----
<eypad c: Installer Code 012345
User #1 Code and Arming Type 01 91234E re
User #2 Code and Arming Type ‘02 ” 91234E ” | re
User #3 Code and Arming Type 03 91234E re
User #4 Code and Arming Type 04 91234E ,—.
User #5 Cade and Arming Typs 0 = | e
User #6 Code and Arming Type 06 91234E re
User #7 Code and Arming Type 07 91234E re
User #8 Cod and Aming Type 08 [91222 | | e
Arming/Code Options [ [oor10 ] | re
‘Communication Format (#1~#2) ‘UA ” 6363 ” | ,—.
‘Communication Control ‘UB ” 011108 ” | ,—.
Account 1 oc 000000 re
Receiver #1 Phone Number (Digits 1to 6) oo E00000 re
Receiver #1 Phone Number (Digits 7 to 12) ‘ 0E ” 000000 ” | ,—.
Receiver #1 Phone Number (Digits 13 to 18) 0F 000000 re
Account 2 10 000000 ,—.

Load Template

Click Load Template (see Figure 4-43 on page 7117) and the following window is displayed
to show the “current template” and available templates.
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Figure 4-44 Load Template

Load template X

c 2385UPER
o 2385UPER1Z3

Records Pagel/1 1

Load template Cancel

Select the template to be loaded and click Load Template. The following window is
displayed to show that the template is loaded successfully.

Figure 4-45 Loading the Template Succeeded

Information

@ Load success

OK

Save Template

Data in the “Content” and “Upload” column can be saved as template respectively.
Save “Content”

Perform the following operations to save data in the “Content” column.
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Modify the data in the “Content” column and click Save template (see Figure 4-43 on page
111). The following window is displayed.

Figure 4-46 Save Template -- Content

38SUPER1Z3

ECDntent Upluad

SAVE Cancel

Input Template Name, select the “Content” checkbox and click Save.

For 23XX Super Control Panel, if the contents are in grey, the
corresponding program addresses are read-only. During program

Note settings, those contents can be uploaded, but cannot be downloaded.
User can configure the contents of those program addresses through
keypad of the control panel.

Save “Upload”

Perform the following operations to save data in the “Upload” column.

Select all the items (see Figure 4-43 on page 171) and click Upload to upload all the data
from the panel to the Doppio mini (see Upload on page 716). When the “Upload” is
completed, click Save template. The following window is displayed.
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Figure 4-47 Save Template -- Upload

2385UPER1Z3

ECnntent Uplnad

SAVE Cancel

Input Template Name, select the “Upload” checkbox and click Save.

The template name contains alphabetical characters and numbers. No

Note .
space is allowed.

Delete Template

To delete the template, click Delete Template (see Figure 4-43 on page 117) and the
following window is displayed.
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Figure 4-48 Delete Template

Delete template x

r 2385UPER1Z23

Select all Select none

Delete template Cancel

Select the template to be deleted and click Delete Template. A dialogue box pops up to

confirm the deletion. Click OK to confirm. The following window is displayed if the template is
deleted successfully.

Figure 4-49 Deleting the Template Succeeded

e B

Deleting the template succeeded. Click
OK to return.

OK

Exit Programming

Click Exit Programming (see Figure 4-43 on page 111) to return to the “Keypad Control”
page (see Figure 4-41 on page 109).

115



Network Operations

Download
Select the program items, edit the program content and click Download (see Figure 4-43 on
page 71117) to download the data to the panel.

Figure 4-50 Download

m

Downloading data to panel. Please wait__.
(22%)

The following window will be displayed after successful download.

Figure 4-51 Downloading Succeeded

© Downloading data to panel succeeded.
Click OK to return.

OK

If it failed to download, the following window is displayed and the indicator of the item turns

red.
Figure 4-52 Downloading Failed

@ Failed to download data to panel.
Click OK to return.

OK

Upload
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Select the program items and click Upload (see Figure 4-43 on page 117) to upload data
from the panel to the Doppio mini.

Figure 4-53 Upload

m. | »

Uploading data to IP receiver. Please wait.__.
(13%)

'

The following window is displayed after successful upload.

Figure 4-54 Uploading Succeeded

@ Uploading data to IP Receiver
succeeded. Click OK to return.

OK

User

Click the User tab and Figure 4-55 is displayed.

Add User

On the User tab, click “Add User” and the following window is displayed.
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(B Q| ) co| vt

Figure 4-55 Add User

User Type Visitor E|

oy

User Name: Input username (“Username” must contain 5-20 characters,
alphabetical characters and numbers only.).

User Type: Select the user type (mobile subscriber, visitor, operator or
administrator).

Password: Input the password (“Password” must contain 5 to 20 characters.).

Confirm Password: Input the password again.

Click Add to add a user.

Delete User

Note

Mobile subscriber’s Authority: User can download Doppio mini
application in the HiMarket. Contact your vendor for the details.

Visitor's Authority: Report, Search, User (can only modify the
password) and Offline Device (no authority of ignoring devices).

Operator’s Authority: Report, Search, Control (cannot enter
program settings by shortcut key), User (can only modify the
password), Log and Offline Device (no authority of ignoring
devices.).

Administrator’'s Authority: Report, Search, Control,
Configuration (can not import or export device information), User
(can only add Operator and Visitor), Log and Offline Device.

Super Administrator’'s Authority: All.

On the User tab, click “Delete User” and the following window is displayed.
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Figure 4-56 Delete User

Q Search @Conﬁgurnion
D AuUsr L Uemme T
n Il OPERATOR Operator
e | murphy Administrator
D word I zhouliang Administrator
[ Modiy User r tester Administrator
Il manager Administrator
D Change Relate
I~ visiter Visitor
- facebaok Operator

7 Records Page1/11

e e

Select the user to be deleted and click Delete.

Password

On the User tab, click “Password” and the following window is displayed.

Figure 4-57 Modify Password

Q_’ Search

D Delec user Newpasswerd | ]
Eac o corfmpassverd ||
[ Moty User E E
D Change Relate

Input “Old Password”, “New Password”, “Confirm Password”, and click OK. The following
window is displayed if the password is modified successfully.
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Figure 4-58 Modifying the Password Succeeded

@ Offline Device

Add User

Delete User

Modify User

Change Relate

Modify User

On the User tab, click “Modify User” and the following window is displayed.

Figure 4-59 Modify User

Q Search (24, u @ Offline Device

D Aduser L e
OPERATOR Modify
[» Delste User murphy Modify
- tester Modify

v

manager Modify
D Change Relate visiter Modify
facebook Modify

Click “Modify” to edit the user’s information (see the following figure).

Figure 4-60 Modify User Information

[~]

User Type

New Password

Confirm Password

oo feser

Username: Unchangeable
User Type: Select user type from the drop-down list

New Password: Input new password
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Confirm Password: Input the new password again

Click Save to save the modified information.

Change Relate

On the User tab, click “Change Relate” and the following window is displayed.

Figure 4-61 Change Relate

@ Offline Device

Ad User L Usmame

OPERATOR Madify Relate
Delete User murphy Madify Relate
Password zhouliang Madify Relate
tester Madify Relate

Modify User
: manager Madify Relate
isiter Madify Relate
facebook Modify Relate

Click “Modify Relate” to view and change the relate devices of the user (see the following
figure). The user has the authority to control the selected relate devices (see Control on
page 104).

Figure 4-62 Relate Devices

v 3333 238CPLUSI 1
- 1234 238 Super 1
Ir2 1002 238 Supar 1
- 1003 238 Super 2

4 Records Page1/1 1

[sact ] Fssckione| [-Sove| [-Gose]
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Select or deselect the relate devices and click Save.

Note

Only “Super Administrator” can change the relate devices.
“Administrator” can only view the relate devices. “Operator” and
“Visitor” have no access to this page.

Log

Click the Log tab to view all the logs and search log (see Figure 4-63 on page 122).

All Logs

On the Log tab, click “All Logs” and the following window is displayed.

Figure 4-63 All Logs

N

[> Log Search

2013-10-09 16:01:31
2013-10-09 16:01:25
2013-10-09 16:00-50
2013-10-09 16:00:47
2013-10-09 15:59:33
2013-10-09 15:52:51
2013-10-09 15:52:45
2013-10-09 15:52:41
2013-10-09 15:51-57
2013-10-09 15:51-49

2013-10-09 15:51:46

=

mobile

mobile

mobile

mobile

mobile

mobiletest

mobiletest

mobiletest

mobiletest

maobiletest

mobiletest

8365 Records Page1/761 1 2 3 4 Next Last

Qoo

Armed/Disarmed(1111)(Mobile Client)
Armed/Disarmed(1111){(Mobile Client)
Connect to device(1111){Mobile Client)
Login(Mabile Client)
Login(Mabile Client)
Armed/Disarmed(1234)(Mobile Client)
Connect to device(1234)(Mobile Client)
Login{Mobile Client)
Armed/Disarmed(1234)(Mobile Client)
Connect to device(1234){(Mabile Client)

Login(Mabile Client)

Click Export to export all of the logs to Excel file.

Log Search

On the Log tab, click “Log Search” and the following window is displayed.
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Figure 4-64 Log Search

[ SRS

DR

Input “Username” and click Search. The search result is displayed as below.

Figure 4-65 Log Search Result

I T —

= 2013-10-09 15:50:55 admin Login

P e
2013-10-09 15:50:55 admin Login
2013-10-09 15:15:40 admin Search
2013-10-09 14:16:43 admin Login
2013-10-09 14:16:43 admin Login
2013-10-09 14:16:43 admin Login
2013-10-09 13:44:44 admin Logout
2013-10-09 13:16:15 admin Login
2013-10-09 11:17:12 admin Logout
2013-10-09 11:16:56 admin Armed/Disarmed(1111)
2013-10-09 11:16:52 admin Armed/Disarmed(1111)
E 751 Records Page1/69 1 2 3 4 Mext Last

Click Export to export the logs to Excel file.

Offline Device

Click the Offline Device tab and the following window is displayed.
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Figure 4-66 Offline Device

B | Qv | com Gyomvern D] 5 s [ ot
-_—-

2013-10-08 12:52:42 Offline
L 2013-10-08 12:52:42 Offline
7120 2013-09-30 12:59:51 Offline

3 Records Page1/1 1

[t | stetton | lnor ]

It lists all the offline devices. If the device reconnects, the corresponding item will disappear.
Select the device and click Ignore, the status of the device will turn to “Ignored”.

Figure 4-67 Ignore

2013-10-08 12:52:42 Ignored
5555 2013-10-08 12:52:42 Offline
7120 2013-09-30 12:59:51 Offline

3 Records Page1/1 1

| seect AL | Selottore | lore |
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5 Network Structure and Configuration on
Router

Alarms from WAN devices are transmitted to the Doppio mini that is connected to the LAN
by router, so you must configure the router to assure the safe and effective alarm receiving
status of Doppio mini. Refer to the following configuration steps (the following steps are for
reference only because configuration pages are different according to different types of
routers).

1. Open the configuration page of the router by entering the IP
address http://192.168.0.1 in the browser.

2. Disable DHCP server: DHCP server assigns IP address automatically, which
might cause Doppio mini to be assigned dynamic IP address and fail to receive the
alarms.

In the configuration page of DHCP server shown in the following figure, select “Off”
and click Apply Changes.

Figure 5-1 DHCP Server Setting

LAN > LAN settings

“ou can make changes to the Local Area Network (LAN) here. For changes to take effect, you
must press the "Apply Changes" butten at the bottom of the screen.

IP Address > 192 | 166 |2 |1
More Info

Subnet Mask > [255 | [255 | [0
More Info

DHCP server > on @ off

The DHCP server function makes setting up a network very easy by assigning IP addresses to
each computer on the network. It is not necessary to make any changes here. More Info

3. Set the virtual server to receive the alarms from the WAN. Set ports to include
TCP-7838 and UDP-7839. Enable these ports so that the Doppio mini can receive
the alarms from the WAN.

In the configuration page of virtual server shown in the following figure, specify the
ports TCP-7838 and UDP-7839 in the port list, and select the “Enable” checkboxes
of these ports. Then click Apply Changes.
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Figure 5-2 Virtual Servers Setting

Firewall > Virtual servers

This function will allow you te route external (Internet) calls for services such as a web server
(port 80), FTP server (Port 21), or other applications through your Reuter to your internal
network. More Info

Add [Astive Vorlds ~

Clear entry [T~ | cear |
I T ey ey pyep— pe—y
1. V) 21 |2t [1¢P v 192168210 21 |21
o Vi a0 |80 [1cP ~| 192.158.2. 10 EED)
3. V] 3380|3389 [1¢P | 182168210 3380 _ 3388
a [v] 4001 - 4001 [1CP v|  1e2.168.2/10 4001 |_ 4001
5. V) 4002 - 4002 [1cF | 182168210 4002 |- 4002
6. [ 7838|7838 [1cP ~ | 92.168:2,10 7838 _ 7838
7. - [ - |102.168.2,
8. - /TCP—" 192.168.2.

4. Follow the instructions described in the list to configure the security settings of the
router:

e  Block the Ping packets from the WAN port to avoid malicious detection (see
Figure 5-3 on page 126).

. Enable the function of anti-network attack to prevent DOS attack.

. Enable the filter function to allow the data packets of TCP-7838 to pass
through only, which prevents malicious intrusion.

e  Set a strong password for the router (minimum of 15 characters in length,
composed of letters, numbers, and special characters).

Ignore the Ping packets from WAN port by selecting the checkbox of “Block ICMP
Ping” in the following figure, and click Apply Changes.

Figure 5-3 WAN Ping Blocking

Firewall = WAN Ping Blocking
ADVANCED FEATURE! You can configure the Router not to respond to an ICMP Fing (ping to the WAN

port). This offers a heightened level of security. More Info

Block ICMP Ping > [l

In the “Port” column shown in the following figure, specify the port range that does
not include the port TCP-7838, select “Both” in the “Type” column, and select
“Always” in the “Block Time” column. Click Apply Changes when you finish.
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Figure 5-4 Client IP Filters

[Firewall > Client IP filters

The Router can be configured to restrict access to the Internet, e-mail or other network services
at specific days and times. More Info

e S e ToiockTime | Day | Time ] enabic]

E_
E_
E_

E_
* E_
E_
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6 Appendix PSTN CARD Installation

To install the PSTN CARD on the IP/PSTN Alarm Receiver, perform the following steps:

1. Turn off the IP/PSTN Alarm Receiver and open the chassis. Insert PCI card into
the corresponding PCI slots;

2. Perform the following steps according to the amount of PSTN CARDs:
. One PSTN CARD
Insert the PTSN CARD into the any of the PCI slots above the PCI card.
. Two PSTN CARDs

e Configure the DIP switches of two PSTN CARDs separately and make
sure the DIP switch values are different (For instructions of the DIP
switch, refer to “PSTN CARD Installation Guide”.);

e Insert two PSTN CARDs into the PCI slots above the PCI card
separately. Make sure the PSTN CARD with smaller DIP switch value is
above the PSTN CARD with the larger value.

. Close the chassis and fasten the screws.

Connect the PSTN CARD and IP/PSTN Alarm Receiver via the USB cable (For
instructions of the USB cable, refer to “PSTN CARD Installation Guide”.).
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